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Executive summary

Cloud computing is fundamentally changing the way people interact 
with the world and how companies get business done. The ability 
to store, analyze, and act on massive amounts of data has allowed 
companies to innovate at unprecedented rates. From e-commerce to 
healthcare, entertainment to manufacturing, and financial services 
to gaming, cloud computing has helped companies unleash torrents 
of competing new products and services that have greatly benefited 
consumers and businesses alike. 

New products and services, however, can quickly become 

commodities, forcing companies to innovate even faster. In the 

rush to keep up with competitors, companies often sacrifice 

security for expediency. As the pace of innovation has rapidly 

accelerated, cloud security has not followed suit. 

Lacework recently partnered with global research and strategy 

firm ClearPath Strategies to survey more than 700 executives 

and practitioners within the security, DevOps, and developer 

areas, and across the SMB, mid-market, and enterprise 

spaces. Half of the respondents were based in North America, 

30% in APAC, and 20% in EMEA. The purpose of the study was 

to understand how security challenges and practices have 

evolved as cloud computing and digital transformation have 

accelerated change, and how executives and practitioners are 

handling that changing landscape.

Security professionals are feeling the strain. The Lacework 

study found 88% of respondents feel the security of their cloud 

environment will become increasingly important over the 

next year. At the same time, 79% of respondents expressed 

misgivings (overwhelmed, uncertain, lack of control, etc.) over 

their organization’s current security posture.

This tells us companies must establish an environment where 

employees have confidence to create and innovate without 

placing data at risk. Developers can’t build new products if 

they spend too much time thinking about security, and security 

professionals can’t protect an organization’s security without 

slowing down release cycles if they constantly have to chase 

every alert and false positive. Security and innovation play 

equal roles in a company’s success from day one. 

The research yielded three key findings for executives, 

developers and security practitioners alike to take into account 

when examining their cloud security posture.
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1. Prioritize security and innovation

The pace of cloud native application development has 

increased exponentially and will continue to do so for some 

time. Most organizations recognize this and have adapted 

accordingly. But measures to protect data have lagged behind. 

As technology ecosystems become more complex, security 

efforts must match this reality. A majority of organizations (57%) 

already believe “the number and complexity of our security 

tools is creating significant inefficiencies.” This share will 

only increase over time, and security will pose even greater 

obstacles for organizations. Successful companies can get 

ahead of this curve by adopting security tools and processes 

that don’t block innovation. 

2. Make data protection a board issue 

While most organizations (88%) believe cloud security will 

become more important over the next year, only a minority 

of organizations (31%) believe they are at high risk from such 

threats. High profile data breaches or vulnerabilities like 

Log4j presage the future.” Only 24% of companies report 

their data strategy is a ‘board level’ discussion. Companies 

can no longer afford for security to just be a concern for 

engineers and analysts. To avoid becoming the next page-

one headline, boards should make security a top priority.

The leadership definitely says security is important, 

but the problem is it’s not really implemented in 

most companies. Security is talked about, but there 

is no money for security and really no people, so it is 

kind of a moot point.

INFOSEC DIRECTOR, ONLINE FOOD INDUSTRY
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The research shined a light on three key 

findings for executives, developers, and security 

practitioners to take into account when examining 

their cloud security posture.

3

3. Embrace automation

Faster development cycles mean an already-strained security 

team will increasingly fall behind. At the same time, the 

industry faces a severe shortage of talent, including those with 

cloud security skills. Because of this, most organizations lack 

the resources to simply hire their way out of the problem. Nor 

can they afford to shift security to developers. In fact, developer 

teams say they already spend around a quarter of their time 

on security and only about 1-in-3 believe most of that time is 

meaningfully spent. The #1 most appealing feature in cloud 

security across all respondents is “automating the detection 

of threats and breaches during runtime.” Over half of leading 

companies have already automated 60% or more of their 

cloud security. 

1-in-3
Developer teams who say they believe most 

of their time spent on security is meaningful

Three
key findings
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Cloud explosion
To compete today, companies increasingly rely on the 

cloud to innovate faster. Gartner predicts, “more than 85% 

of organizations will embrace a cloud-first principle by 

2025 and will not be able to fully execute on their digital 

strategies without the use of cloud native architectures and 

technologies.” Gartner further states, “by 2025, Gartner 

estimates that over 95% of new digital workloads will be 

deployed on cloud native platforms, up from 30% in 2021.”

 

Our survey found respondents on track with these Gartner 

estimates, with 50% of respondents already hosting the 

majority of their infrastructure in the public cloud and a further 

18% hosting a majority of their infrastructure in a private cloud. 

A plurality (46%) describe their most important applications 

as cloud native and only 17% say their most important 

applications are legacy.

 

The trend is clear. The leading edge of development—where 

companies will gain competitive advantage—firmly points to 

cloud native development. And that means exposing more  

data to risk. 

Security challenges
Innovation often outpaces security as criminals and malicious 

actors constantly seek new ways to wreak havoc by disrupting 

operations, stealing data, or holding information hostage. 

Ransomware, five years ago, wasn’t 
a thing. Now it’s the biggest risk that 
we see. The bad actors, whether it’s 
a nation state, or individual actors, 
or organized groups are getting 
more sophisticated every day.

                 CHIEF INFORMATION SECURITY OFFICER

       A MAJOR TECH COMPANY

Improving cloud security is the top priority for organizations 

over the next six months, according to the Lacework research. 

Leading companies have already begun to figure this out. 

In fact, 30% of respondents spend at least half of their time 

on security, and nearly two-thirds undergoing a major digital 

transformation spend 50% or more on security.

By contrast, only about 20% of the lagging companies spend 

half or more of their time on security. 

The problem has been particularly evident during the global 

Covid-19 pandemic as companies shut down offices, forcing 

employees to work remotely at home. “I’d say security is 

probably the number one item we think about with everything 

that we do, whether that be security against attacks, 

ransomware, protecting our IP, any of those items, and it’s 

really come more to light during the pandemic,” a director of IT 

in the retail industry said. 

new digital 
workloads will be 
on cloud native 
platforms by 2025

95%

describe their most 
important apps as 
cloud native46%

17% say their most 
important apps 
are legacy

While the cloud allows business to move with agility, rapid adoption 

is also creating other challenges to leveraging data safely.

The promise and
problem in cloud today

“
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Part of the problem is the sheer amount of vulnerabilities—

both known and unknown—that can exist. According to the 

Lacework survey, the greatest security risk organizations 

face is “vulnerabilities we aren’t aware of.” 37% choose 

this as one of their top 2. The recent Log4j vulnerability is a 

compelling example of being prepared for a zero-day event.

Add to this the shortage of skilled professionals, which has 

not spared the security and cloud security sectors. 

A report last year by the Enterprise Strategy Group (ESG) and 

Information Systems Security Association (ISSA) aligned to 

our findings—over half of the organizations surveyed said 

the global shortage of cybersecurity skills has impacted 

their operations.

In addition, 95% of respondents said the shortage and its 

associated impacts have not improved over the past few 

years, while 44% say it has only gotten worse.

the shortage and 
its associated 
impacts have not 
improved over the 
past few years

the shortage 
of skilled 
professionals has 
only gotten worse

37%
unknown 
vulnerabilities 
are the greatest 
security risk 
organizations face

95%

44%
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Organizations should consider how and when they 
prioritize security. What happens when security needs 
conflict with meeting a product’s release date? 

The Lacework research found that 45% of respondents 
agree their “security and compliance struggle to keep 
pace with our business needs.” Companies want to 
accelerate developer velocity but have paid too little 
attention to ensuring security velocity keeps pace.

Part of the challenge is that companies don’t even 
recognize the problem. They feel like they already do 
prioritize security.

Security employees often feel excluded from initial 
conversations. Data protection, they say, seems like a 
secondary issue.

The ISSA report was able to verify these findings as well, 
with 32% of respondents naming “IT initiatives/projects 
that were started by other teams within my organization 
with no security oversight” as the most stressful aspect 
of their job. Second place (31%) went to “Working with 
disinterested business managers.” 

“The leadership definitely 
says security is important, but 
the problem is it’s not really 
implemented in most companies. 

INFOSEC DIRECTOR, ONLINE FOOD INDUSTRY

Modern cloud security is an enabler of innovation

As businesses evolve and embrace digital transformation, 

their networks have become decentralized—and the 

traditional approach to security is no longer adequate.

New challenges
require new thinking

Organizations face similar security challenges

37Unknown vulnerabilities we aren’t aware of

34Weak process, tooling, or limited experience

31Too many tools and processes create complexity

30Too few skilled staff to meet our security needs
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Make data protection
a board level issue

Online threats mean cybersecurity is no longer just 
a matter for CISOs and security engineers. Given our 
growing dependence on the cloud, data breaches, and 
other attacks represent material risks to a company’s 
operations and business outcomes.

A recent Deloitte report had similar findings: 

“These cyber breaches have prompted 
the Board and senior leadership to lay 
more emphasis on cyber risk. Boards 
have now started looking at cyber risk 
as an enterprise-wide risk management 
issue, rather than a pure IT security issue, 
owing to its firm-wide implications.

In addition to the cost of a cyber breach, 
which itself can be staggering, there 
is also the added burden of various 
reputation and litigation losses that 
it can bring, along with the effect it 
can have on the overall functioning of 
an organization.”

Boards of directors must make securing data a top 
priority in order to protect a company’s ability to innovate 
along with its reputation, customers, and intellectual 
property. But the Lacework research found on a scale of 
1-5, only 24% of companies ranked “Our data strategy is 
discussed at the board level” a 5.

24%
“data strategy” is 
discussed at the 
board level
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Embrace automation

To deal with the shortage of talent, companies should 
embrace machine learning and artificial intelligence to 
automate certain tasks, freeing employees to devote their 
time to more valuable work.

The Lacework survey found a majority (55%) of 
respondents believe at least half of the time they spend 
on security issues is “not meaningful” (i.e., “wasted”). This 
includes 26% who believe only a quarter or less of their 
time on security issues is time meaningfully spent.

55%
of all respondents believe 
at least half their time they 
spend on issues is wasted

80%
say at least 1-in-5 critical 
alerts is a false positive

One widespread problem is IT and security practitioners 
are constantly chasing alerts of intrusions that turn 
out to be nothing. 80% of respondents say at least 
1-in-5 critical alerts are a false positive, while 33% of all 
companies say at least half of critical alerts is a false 
positives. Respondents say the greatest benefits from 
eliminating these false positives would be allowing them 
to focus on real threats (42%), focus on other core work 
(30%), and increasing overall productivity and innovation 
cycles (29%).

Yes, we try to automate pretty 

much everything because we 

have an extremely small team, 

so the only way to scale is 

through automation.

INFOSEC DIRECTOR, FORTUNE 500 COMPANY

“

42%

28%

30%

Respondents say the greatest benefits 
of reducing false positives would be 

allowing them to focus on:

productivity
and innovation

true threats

core work
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Machine learning can help companies break through the 
noise. 31% of companies say they have automated 61% or 
more of their cloud security. 54% of companies say they 
could automate 61% or more of their cloud security. 

76% of respondents say “machine learning has practical 
applications in cloud security” and would welcome more 
machine learning in their security environment. Only 24% 
say ML is just a “buzz word.”

In the Lacework research, respondents named 
confronting unknown vulnerabilities (27%) and prioritizing 
identified vulnerabilities (27%) as their most significant 
cloud security problems.   

Take the Log4j vulnerability. In December 2021, word 
quickly spread through the cybersecurity community 
of a flaw in a popular piece of code that could allow bad 
actors to insert malicious code and seize control of 
servers. Technology that automates anomaly detection 
can help identify these “unknown unknowns” before they 
ever surface, leading to exceptionally fast remediation for 
“zero day” threats like Log4j. 

31% have automated over 
60% of their cloud

54% could automate over 
60% of their cloud

EMBRACING AUTOMATION

76% say ML has practical 
application for security

24% say ML is just        
a “buzz word”

MACHINE LEARNING
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While cloud computing has revolutionized how companies 

operate and develop new products and services, and as 

cloud adoption continues to proliferate, the next major 

hurdle is cloud security.

Conclusion

As companies migrate data to the cloud and adopt 
digital strategies that match this new reality over the 
next few years, they will find themselves vulnerable to 
criminals and malicious actors who seek to disrupt 
operations and steal data. Thus, businesses will need 
to find ways to protect data and secure systems while 
enabling its employees to continue to create and 
innovate at speed and scale. 

There are three central ways to achieve this balance. 
First, companies must place data security on equal 
footing with innovation throughout the process of 
developing and distributing new products and services. 

Second, security must no longer be a lower-level issue. 
This will require a rethinking of impact for boards of 
directors who must learn to view cybercrimes as a 
risk factor that can materially impact a company’s 
performance, if not its outright existence.

Finally, companies should use machine learning 
and artificial intelligence to automate tasks, freeing 
developers, security engineers, and DevOps 
practitioners, amongst others, to focus their time and 
energy on more meaningful projects.

GARTNER is a registered trademark and service mark 
of Gartner, Inc. and/or its affiliates in the U.S. and 
internationally and is used herein with permission. All 
rights reserved.

SECURITY AT THE SPEED OF LIGHT

Lacework is a modern cloud security company 
purpose-built to use data to unlock truth and 
clarity to protect cloud environments.

Our proprietary Polygraph® Data Platform 
uses machine learning to ingest millions of 
security signals to shine a light on true threats 
and protect cloud environments with a data-
driven approach. 

Learn more at Lacework.com
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Respondent selection

The survey included 700 respondents sourced from a leading global online 
panel provider. They were selected from the panel based on role, seniority, 
geography, and company size quotas. Additionally, the survey included 
screening questions to ensure all respondents had some involvement with 
security tasks in their organization. Selected respondents were further 
screened based on self-reported tech knowledge and attentiveness to 
survey questions.

Role, geographic, and company size quotas

The survey included 500 responses from practitioners and 200 responses 
from executives. Practitioners included developers, DevOps, security 
analysts, security engineers, DevSecOps, data scientists, and site reliability 
engineers (SREs) (listed in order based on frequency in the survey). 
Executives included CISOs, VP/Dir level, CTOs, and CIOs (listed in order of 
frequency). The survey included respondents from North America (50%), 
APAC (30%), and EMEA (20%). The survey included respondents from 
Enterprise (37% from companies with >1,000 employees), mid-market (29% 
from companies with 500-999 employees), and small business (33% from 
companies with <500 employees).

Industry

Although no industry-level quotas were deployed, we monitored the data 
to ensure no single industry was over-represented in the data. The final 
breakdown of respondents by industry is as follows: IT/technology (software, 
hardware, services) 31%; Financial Services 12%; Retail 9%; Healthcare and 
Pharma 8%; Telecoms 7%; Infrastructure 7%; Media 4%; and other industries 
all below 3%. 

Respondent screens

Potential respondents were further screened on several criteria:

Cloud security decision-making: Respondents must at least have influence 

on the cloud security tool adoption decision-making process. 

Role: All respondents who selected either “IT professional / Support / Help 

Desk” or “Non-IT professional” were excluded from the survey.

Time in technology: Respondents must have spent a minimum two years 
working in or with technology in order to qualify for the survey. 

Team: Respondents were not specifically selected based on the team 
they work on/with. However, the respondent profile results in a good mix 
across information security/Security ops; application dev/engineering; 
infrastructure/ops; cloud/cloud ops; network ops; application security; 
DevOps; and compliance/audit.

Information level: We asked whether or not respondents could explain 
certain terms to their colleagues, if asked to do so. In order to qualify for this 
survey, a respondent must say “yes” to this question for the term “cloud 
computing.” 

“Attention” level: Respondents were screened out for “attention” reasons 
if they said they could explain the made-up term “Greenfield as a Service 
(GaaS)” to a colleague in the same question used for the Information Screen 
noted above.

Organization segmentation

This report uses a proprietary segmentation model (Data-driven Enterprise 
Scale) built as part of a collaboration between ClearPath Strategies and 
DataStax for its State of the Data Race report.

The model involves segmentation analysis based on respondents’ answers 
to questions about their organization’s prioritization of data and its ability to 
leverage data for business value, including the technology, processes, and 
personnel aspects that support making data actionable. From this model, we 
divide companies into categories of “data-driven enterprise” from leading 
to lagging.

These specific questions were derived from an intensive research effort that 
began with more than 75 questions and involved factor and cluster analyses  
to arrive at the questions most correlated with leading enterprises.

This model was selected for the Lacework study based on its proven 
correlation with organizations’ digital transformation—both their progress 
and success. Though it focuses on “data,” this model has been validated 
across verticals and a variety of different technology spaces outside of data.

A note on margin of error: It is technically impossible and improper to list 
a margin of error for a survey of this type. The respondents for this sample 
were drawn from an online panel with an unknown relationship to the total 
universe, about which we also do not know the true demographics. As such, 
the exact representativeness of this, or any similarly produced sample, 
is unknown.

Methodology

This research was conducted by ClearPath Strategies, a global 
research and strategy firm working with a wide range of technology 
companies, from hyperscalers to startups.

Additional sources

Gartner® Press Release, “Gartner Says Cloud Will Be the Centerpiece of 

New Digital Experiences,” November 10, 2021. https://www.gartner.com/

en/newsroom/press-releases/2021-11-10-gartner-says-cloud-will-be-the-

centerpiece-of-new-digital-experiences
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